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TpoT1TOI d1aXEIPIONG

* MéEow console port (out-of-band diaxeipion)
— Agv atraiteital configuration otn CUOKEUN
° Telnet (in-band diaxeipion)
— guvdean dIKTUOU

— Atraiteital configuration dIKTUOU Kal 0TA dUO AKPA
(IP address, subnet mask, etc.)

— Telnet password oTov router/switch
* Web (in-band diaxeipion — 6x1 dnuo@IANG! )
°* Modem (dgv Ba TO KOAUWOUE)
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Router

""'"’lrlr"lrlr ‘LS £ h ‘
k e b=

——

” Console port Gorsl o
A'ITEUGEIGQ | @ Terminal or a
MPOOPACN OTO Rrojover cable — F coaith
- - SRRt g terminal
router n switch \f emulation
software

Com1 or Com2 serial port

° H console port TNG CUOKEUNG ETTITPETTEI TNV ATTEUBOEIAC oUVOED €VOG
“dumb” terminal  computer pe terminal emulator software.

* Aev armraiteital IP address 1 aAAo configuration oTn CUuoKeun.
° XpnolyoTrolEiTal;
— [a ouokeun TTou dgv £XEl CavapuBbuIoTEi (Kalivoupyla CUOKEUN).

— Troubleshooting piag cuokeur¢ TTou dgv gival TTPOOTTEAACIUN ATTO
Juakpid (remotely).

— ETravaktnon password (password recovery).
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Console Port on 2950 Switch
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Console Port RJ-45

Connector

Rollover RJ-45 to DB-9 Computer
Cable Adapter

Management port — Console Port connection
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Console Port == RJ-45

Connector

Serial Port

Rollover RJ-45 to DB-9 Computer
Cable Adapter
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AUX: Na ouvdeon modem.

Auxiliary Port RJ-45
Connector

Rollover RJ-45 to DB-25 Modem
Cable Adapter

Management port — AUX port connection
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Connecting console interfaces

Console Port == RJ-45
Connector

Rollover RJ-45 to DB-9 Computer
Cable Adapter

Méow tng console i/f o H/Y cuutrepipéperal oav “dumb terminal”.

File Edit “ew Call Transfer Help

NEEE
<Router Output>

=
| | »

|ConnectedD:DD:23 |Autodetect |Autodetect SCROLL |D5.F'S |NL|M |Capture |F'rintec:4
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Terminal Emulators

* HyperTerminal: Yrapxel ota Windows
* Pubpioslc:

— 9600 Baud

— 8 Data Bits

— 1 Stop Bit

— No Parity

#g cisco - HyperT erminal
File Edt “iew Cal Transter Help
0[] 515] ol
]
*I | ;IJ
|EDnnectedD:DD:23 |.-'-‘«ut0 detect |.-’-‘«ut0 detect SCROLL ||:-"—"-F'5 |NL|M |I:a|:|ture |F'rir‘|t BC g
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Using HyperTerminal

Connection Descnplion EHE
J File  Edit Miew Go Favoites  Help : : MNew Connection
» | ¥ B B | =«
Bac:k Farward Up Cut Copy Pazte Urda Enter a name and chooze an ican for the connection:
J dress II:I C:AProgram FileshAcceszoneshHyper T erminal Iﬂ_ame:
CIECO
@ ‘ o

D ATET Mail i _

HyperTerminal Settings

Hypertrm.exe =

Application ML Mail

COM2Z Properties
Phone Humber |

Fort Settings

e e i g IJDUU

Enter detailz for the phone number that you want to dial:

Data bits: IB j
; Country code: ILInite::I States af America [1] j
TGI pIGF,TE Baiity: |Nore =]
. Area code: 213
serial port Stop i i =

Phane number: I

oT10 PC

Flow contral: INDne

Kl

Contiect uzing

]S Cancel Tiesione Detatme: |

Cancel Laply
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Booting up Switch & Router



Power-up the router/switch — Xwpig configuration

Eav n ouokeur) dev €xel TTOTE puBbuIoTEi (Saved configuration).
META aTTO PEPIKEC YPAUMES TTANPOPOPIAC ep@avideTal TO Pvuua:

Would you like to enter the initial configuration dialog? [yes/nol: n

(139}

° [lavta amavtdare “n” 4 “no”.
Aev Ba xpNOIMOTTOINCOUUE TTOTE AUTOV TOV TPOTTO setup.

Edav atravtiioete katd AdBo¢ “y” kal utreite oto Setup Mode, diakowTe 10 TTaTtwvTtag (CTRL-).
MepIuéveTe HEPIKA OEUTEPOAETTTA KOOI WETA TTOTROTE Enter.

2.€ UEPIKOUG routers PTTopeEi va dEiTe Kal TO PNVUNa:

Would you like to terminate autoinstall? [yes/no]: y
<There will be several lines of output>

Router>
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Power-up the router/switch — Me Configuration

H ouokeun €xel ndn atroOnkeupévo configuration.

MeT& TNV €KKivnon avTi yia TO TTPONYOUUEVO NAVUPA AAPBAVETE:

Router>

* Autd onuaivel 0TI KATTOI0C £XEI NON cwaoel Eva configuration ot ocuokeur) (startup-config).

Router> enable
Edav {nTnBei password dwoTe: netlab (yia Ta epyacThpia)

Router# erase startup-config

2 Bi0TE TN OUOCKEUN KAl QVAWTE TNV TTAAL
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User Mode & Privilege Mode,
Help & Abbreviated Commands



User Mode (Router and Switch)

Router>
Switch>

* User mode: emTpETTElI VA OEITE TNV KATAOTACN TG OUOKEUNG
aAAG Oev EMITPETTEI VA AAAACETE TIC puBpioelg (configuration).

°* Mn ouyxéete 10 “user’ mode PE TOUC XPNOTEG (USErs) Tou
OIKTUOU.

° Eival yovo yia Toug TEXVIKOUC TOU OIKTUOU, XEIPIOTEC K.ATT.
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Privilege Mode (Router and Switch)

Router> enable <user mode>

Router# <privilege mode>

Router# disable <privilege mode>

Router> enable <user mode>
Router# <privilege mode>

° EmTptTel oTov dIaXEIPIOTH TNG CUOKEUNG (administrator)
va aAAG&el TIC puBuioelc TG ouokeung (configuration).
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Getting Help (Router and Switch)

Router> ?

FExec commands:

access—-enable Create a temporary Access-List
entry
access-profile Apply user-profile to interface
clear Reset functions
<text omitted>
ping Send echo messages
PPP Start IETF Point-to-Point Protocol
(PPP)
—--More--

°* T[larqoTte Space Bar yia 1o scroll down piag 06évnc.
* [larqote Enter | Return yia scroll down povo piag ypauung.
* [larnoTe o1ro10dnTToTE AAAO TTARKTPO YIa VO oTauaTACEl TO display.

Epy. Aiktua YmoA. | - [IAAA . Zudag




Getting Help (Router and Switch)

Router> show ?

alps Alps information
backup Backup status
c2600 Show ¢c2600 information
call Show call
cca CCA information
ccm-manager Call Manager Application information
cdapi CDAPI information
cef Cisco Express Forwarding
class-map Show QoS Class Map
clock Display the system clock
<text omitted>

——-More—

Router> show
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Getting Help (Router and Switch)

Router> show interfaces ?

Async Async 1nterface

BRI ISDN Basic Rate
Interface

BVI Bridge-Group Virtual
Interface

<text omitted>
Router> show interfaces
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Abbreviated commands (Router and Switch)

Router# sh inter

1010 E:

Router# show interfaces
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Global Configuration Mode
& Passwords



Using exit, end and Control-Z

+ User Exec mode

¢ Privileged Exec mode

end

+ Global configuration mode exit

+ Specific Configuration

modes

Configuration Mode Prompt

Interface Router (config-if) #
Subinterface Router (config-subif) #
Controller Router (config-controller) #
Map-list Router (config-map-list) #
Map-class Router (config-map-class) #
Line Router (config-line) #

Router Router (config-router) #
IPX-router Router (config-ipx-router) #
F?.c:ute-map ----------------------- Router (config-route-map) #
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Router>ena
Routerfconfigure terminal <Ilpéme. va eiliocal ce privileged mode>
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #?
Configure commands:

access-list Add an access list entry

<text omitted>

Router (confiqg) #exit
00:03:20: %SYS-5-CONFIG I: Configured from console by con

Router#config t
Enter configuration commands, one per line. End with CNTL/Z.

Router (confiqg) #exit
00:03:34: %SYS-5-CONFIG I: Configured from console by console
Router#
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Hosthame

Router#config t
Router (config) #fhostname Rl
—P R]1 (config) #

* AAAGCel TO ovoua, To prompt TNG CUCKEUNC.

* [1oAU onuavTIKO va TO KAVETE APXIKA, OTAV EXETE VA
puUOuioeTE TTOAAEC DIQPOPETIKEC OUOKEUEG.
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Passwords

AC XpNOIJOTTOIOUME OTA EPYACTHPIO JOVO OUO passwords
tela kai netlab (kal Ta duo ue elq).

AUTO O¢gv yiveTal ouvNBwg o€ €va dIKTUO TTapaywyns aAAad
€dW Mag OIEUKOAUVEI va Ta QUUOMOOTE WOTE VA N XpeladeTal
vVa KAvOoulE password recovery aua ta EeXacoupe !

Console = teia
VTY =teia
Privilege = netlab
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Console password =tela

Router#conf t
R1 (config) #line console 0
config-line) #password teia

R1 (

R1 (config-1line) #login
R1 (config-line) #exit
R1 (

config) #

* To console password atraiteital yia Tn Tpocacn oTn
OUOKEUN MEOW TNG console port.
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VTY password =tela

config) #line vty 0 4
config-line) #password teia

R1 (
R1 (
R1 (config-1line) #login
R1 (config-line) #exit
R1 (

config) #

* To vty password atraiTeital yia TNV AmTOUAKPUCUEVN
TTPOCBaon oTn CUOKEUN, HEow telnet.
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Privilege password = netlab

R1 (config) #enable secret netlab
R1 (config) #end

Test it:

Rl#disable
R1>enable

Password:netlab
R1#

* To privilege mode password artraiteitail yia Tnv €icodo 010
privilege mode e Tnv enable evroAn.
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Configuring router passwords

Console Password

Router (config) #line console 0
Router (config-line) #login —PQ
r

Router (config-1line) fpassword cisco

Virtual Terminal Password

Router (config) #line vty 0 4 ~~— .
Router (config-line) #login +g ﬁ
o

Router (config-line) #password cisco

Enable Password A&V ouviordrar. clear text
Router (config) #enable password san-fran — ﬁ

Perform Password Encryption
Router (config) #service password-encryption KwOIKOTTOIEI TO

(set passwords here) paSSWOI’dS GAAd

Router (config) #no service password-encryption

XpnoIUOTToIEiTE TNV AKOAOUON £vroAr}, TO password KwOIKOTToIgiTal UE AoPAAsIa

Router (config) #enable secret <password>
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service password-encryption command

PR, i

PR, i

Enter the Cisco Encrypted Password: Enter the Cisco Encrypted Password:
110A15D4040159| 110410161410
The decrypted password is The decrypted password is
clags2 cligco

Besetl | GetHelpl GetQutl Besetl GetHelpl GetQutl

NMPOZOXH

°* service password-encryption Xpnoigotrolei yia Cisco Level 7
KWOIKOTTOINON TTOU £ival EUKOAO va ATTOKWOIKOTTOINOEI.

* (GetPass! software www.boson.com

°* Evrourtolg, the enable secret <password> XPNOIMOTIOIEI Hia
IOXUPOTEPN KWOIKOTTOINON, TTOU OEV PTTOPEI VO OTTACEI EUKOAQ.
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enable secret <password> command

cisco_pass

Enter the Cisco Encrypted Password:
kpeBR¥gtltWKtgffljcr

AEN douAevsl yia To enable secret !

The decrypted password is
Enter Encryption

Besetl GetHelp! Getoutl |

Epy. Aiktua YToA. | - [TAAA | Zudacg



Viewing, Saving & Erasing
Configurations



Router#show running-config
Current configuration 542 bytes
!
version 12.2
!
interface FastEthernet0/0
no 1p address
shutdown
duplex auto
speed auto
!
interface Serial0/0
no 1p address
shutdown
!
line con O
line aux O
line vty 0 4
|
end
Router#
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running-config

To apxeio running-config
gival To configuration otn
RAM pvAun.

OAec o1 aAAayéc yivovral
OTO apXeEio running-config.

AuUTO gival To configuration
TTOU XPNOIJOTIOIEI N
OUOKeEUN OTav OOUAEUEIL.

To running-config xaverai
OTaV N OCUOKEUN OoBNOEI
ETTAVEKKIVIOEL.

Privilege mode command.



Router#show startup-config
startup-config 1s not present
Router#
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startup-config

To startup-config apxeio
gival To atroBnKeupéEVo
configuration otnv NVRAM.

Eav utrapyel Eva startup-
config file otnv NVRAM
OTaV avAWEl N CUOKEUN,
QUTO TO QPXEIO AVTIYPAPETAl
oTO running-config apxeio.

H ocuokeun router/switch Ba
XPNOIUOTTOINCEI TO running-
config apxeio.

Privilege mode command.



Copy running-config to startup-config

Router#copy running-config startup-config
Destination filename [startup-config]? <Press Enter>
Building configuration...

[OK]
Router#show startup-config
Current configuration : 542 bytes

version 12.2
|

interface FastEthernet0/0
<text omitted>

° To running-config TTp€1Tel va atroBnkeveTal TTEPIODIKA OTO startup-config
OTaV EiNAOTE EUXAPIOTNMEVOI ME TIC AAAAYEC Kal Oev BEAOUNE va TIC
XAOOUE.

° 2¢€ €va OIKTUO TTapaywyrg 1o startup-config TTpETTel TTAvTa va gival 10 id10
ME TO running-config, o€ TTEPITITWON OIAKOTING PEUMATOC, K.A.TT.

° Privilege mode command.
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Erase startup-config

Routerf#erase startup-config

Erasing the nvram filesystem will remove all files!
Continue? [confirm] <Press Enter>

[OK]
Erase of nvram: complete
Router#

° 2¢& TIEPITITWON ETTAVAPUBUIONC TNG CUCKEUNG UTTOPOUNE Va
of3rjooupe 1O startup-config Kal va KaAvoupe reboot.

° Privilege mode command.

Epy. Aiktua YmoA. | - [IAAA . Zudag




copy running-config startup-config

Router# copy running-config startup-config
OR

Router# copy running startup

OR

Router# copy run start
OR

Router# write memory
OR

Router# wr
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copy running-config startup-config

NMPOZOXH

*  Xpnoipgotroiwvtag AdBog configuration file name ptropei va ofAoel 1o
AgiToupyiké cuoTnpa IOS 1Tou gupiokeTal otn flash pyvAun, KaBwg o router vopidel
OTI BEAeTE Va avTIypAWeTE Eva KEVO apxeio oTtn flash.

Routerficopy running-config start-up —  AdBog file name!
* % %k % NOTICE * k%%
Flash load helper v1.0
This process will accept the copy options and then terminate
the current system image to use the ROM based image for the copy.
Routing functionality will not be available during that time.
If you are logged in via telnet, this connection will terminate.

Users with console access can see the results of the copy
operation.
—_———— kkkhkkhkkhkhkk ————

Proceed? [Confirm] ~C Press <Contr0|> C
%Copy cancelled by user request.

Router#
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Executing adds, moves & changes

running-config
IOS (running)

Bootup program
|OS (partial)
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copy running-config startup-config

During bootup

v

* O1 aA\ay€g oTOV router TTEPVOUV QUTOUATA OTO APXEIO running-config.

° Ed&v o router oprioel | eTTavekKIVOEl, OTI eupiokeTal oTn RAM xaveTal pyadi Kal To apxeio
running-config.

° [1a va armoBnkeuTouv ol AAAQYEC UE QOPAAEIQ TTPETTEI VA AVTIVPAQPET TO running-config
apxeio amrd T RAM oTo startup-config Tmou eupioketal otnv NVRAM:

Router# copy running-config startup-config
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Switch Configuration
Baoikég Evvoleg & eVTOAEG



Port LEDs oto switch POST — System LED

RPS Port status

The System LED indicates the success or failure of POST. LED LEDS

+ If the System LED is off but the switch is plugged in, then POST is running.
+ If the System LED is green, then POST was successful.
+ If the System LED is amber, then POST failed.

Byatem
LED

Part mods —=
LED=

°* Me 1Tn ouvdeon OTO peUpa To switch s bt
CEKIVA Pia ogipd aTro tests, yvwaoTr) oav:
Power-On Self Test (POST).

* Ea&v 1o System LED cival rrpaocivo, T0TE
170 POST oAokAnpwONKe pe emiTuyia.

°* Eav 1o System LED cival ropTokaAi,
10TE TO POST amrétuxe. Atrotuyia Tou

POST Bewpeital coapr) BAGRN (fatal
error).
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Port LEDs oT1o switch POST - Port Status LED

Syatermn ——
LED

Part mode —= 5
LEDs

Ta Port Status LEDs aAAGCouv ettiong kata 1n didpkeia tou POST.

Ta Port Status LEDs yivovrai yia Trepitrou 30 deuUT. KABWG TO
switch avakaAuTITel TN TOTTOAOYIQ TOU DIKTUOU KOl YAaxVvel yia loops.

Eav ta Port Status LEDs aAAGcouv o€ rpaoivo, 1o switch atrokatéotnoe
Mia ouvOoean PETACU TNG TTOPTAG KAl pIag ouokeung (Tr.x. H/Y).

Eav 1o Port Status LEDs yivel off, To switch avTIAAQTNKE OTI dev £XEI
ouvOEeDEi TITTOTE OTN OUYKEKPIUEVN TTOPTA.
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ApXIKO boot up armroé to switch

Device with Console

RJ-45-t0-RJ-45 PC
5 Rollover Cable
—a][] |-~ _
&
] RJ-45-t0-DB-9 Adapter
C2950 POST: System Board Test : Passed B labeled TERMINAL

C2950 POST: Ethernet Controller Test : Passed
C2950 POST: MII TEST : Passed

cisco WS-C2950-12 (RC32300) processor (revision
BO) with 22260K bytes of memory.

Processor board ID FOCOGE05WOBH

Last reset from system-reset

Processor is running Enterprise Edition Software
Cluster command switch capable

Cluster member switch capable

12 FastEthernet/IEEE 802.3 interface(s)

32K bytes of flash-simulated non-volatile
configuration memory.
Base ethernet MAC Address: 00:08:E3:2E:E6:00

° To switch ptropei va pubuioTei manually, ye  xwpic Tn BoriBeia Tou
System Configuration dialog.

* To System Configuration dialog Tou switch gival eUKOAOTEPO ATTO EKEIVO
TOU router.
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Help oto CLI ToUu switch

Cisco

Switch>7? éé
Exec commands:
access-enable Create a temporary Access-List entry
clear Reset functions
connect Open a terminal connection
disable Turn off privileged commands
disconnect Disconnect an existing network
connection
enable Turn on privileged commands
n

°* To Command-Line Interface (CLI) Twv Cisco switches civai
mapopolo pe o CLI twv Cisco routers.
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Switch command modes

Commands Description

show wversion Gives version information for software and hardware.

Used to see exactly which modules and software are in
use.

show running-config Displays the current configuration file of the switch.

show interface Displays the administrative and operational status of a
switching port, packets in/out, and errors.

show interface status Display the operational mode of the port.

show controllers Gives discarded frames, deferred frames, alignment

ethernet-controller errors, collisions, and so on.

show post Tells if the switch passed the Power-On Self Test
(POST).

°* H evioAn enable XpnolyoTrolgital yia Tnv aAAayn ato
User EXEC mode o€ Privileged EXEC mode. To Privileged
EXEC mode avayvwpiletal atrdé To prompt, TTOU TEAEIWVEI
OTO XOPAKTAPQ “#.
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show running-config

Switch#show running-config
Building configuration...

Current configuration:
I
version 12.0
no service pad
service timestamps debug uptime
service tLimestamps log uptime
no service password—-encryptlion
I
hostname Switch
!
' <QUTPUT OMITTED>
!
interface VLANI1
no ip directed-broadcast
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show i1nterface

Switch#show interface FastEthernet0/1
FastEthernet(0/1 is down, line protocol is down

Hardware is Fast Ethernet, address is
0008.e32e.e501 (bia 0008.e32.e.e601)

MTU 1500 bytes, BW 0 Kbit, DLY 100 usec,

reliability 255/25, txlead 1/255, rxlead 1/255

Encapulation ARPA, Loopback not set

Keepalive not set

Auto-duplex, AutoSpeed , 100BaseTX/TX

ARP type: ARPA, ARP TImeout 04:00:00

Last Input never, output 00:31:54, output hang
never

Last clearing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, 0 drops; input gqueue o/75, 0
drops

5 minute input rate 0 bits/sec, 0 packets/sec
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show wvlan

Switch#show vlan

VLAN Name Status Ports

1 default active Fal/1, Fal/2, Fal/3, Fal/4,
Fa0/5, FalO/e, Falb/7, Fal/8,
Fa0/9, Fa0/10,Fal/11,Fal/12

1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnet-default active
VLAN Type SAID MTU Parent RingNo BridgelNo

1 enet 100001 1500 - - -
1002 fddi 101002 1500 - - -
1003 tr 101003 1500 1005 0 -
1004 fdnet 101004 1500 - - 1
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show flash

Switch#show flash or Switch#dir flash:
Directory of flash:/

2 =rwx 1674921 Bpr 30 2001 15:09:51 ¢c2850-
c3hZs-mz.120-5.3.WC.1.bin

3 -rwx 269 Jan 01 1970 00:00:57
env vars

4 drwx 10240 Apr 30 2001 15:092:52 html

7741440 bvytes total (4780544 bytes free)
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show version

Switch#show version

Cisco Internetwork Operating System Software

I08 (tm) C2950 Software (C2950-C3HZ25-M), Version
12.0(5.3)WC (1), MAINTENANCE INTERIM SOFTWARE
Copyright (c) 19286-2001 by cisco Systems, Inc.
Compiled Mon 30-Apr-01 07:56 by devgovyal

Image text-base: 0x80010000, data-base: 0xB8031A000

ROM: Bootstrap program is CALHOUN boot loader

Switch uptime 1s 1 hour, 24 minutes

System returned to ROM by power-on

System image file is "flash:c2950-c3h2s-mz.120-
5.3.WC.1.bin"

cisco WS-C2950-12 (RC32300) processor (revision BO) with
22260K bytes of memory.

Processor board ID FOCO605WOEH
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Aoc@alAsia Kal Ol1axeipion

Switch(config) #thostname ALSwitch
ALSwitch{config) #line con 0

ALSwitch (config-line) #password <your-choice>
ALSwitch{config-1line) #login

ALSWitch (config-line) #line vty 0 4
ALSwitch(config-line) #password <your-choice>
ALSwitch(config-line) #login

ITAPAKAHYH:

MH BAZETE otwonmote passwords XTON EEOIIAIXEMO !!!
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IP Address kai Default Gateway

ALSwitch(confiqg)#interface VLAN1
ALSwitch(config-if) #ip address 192.168.1.2
255.255.255.0

AlLSwitch (config) #ip default-gateway 192.168.1.1

Catalyst 1900

ALSwitch(config) #ip address 192.168.1.2
255.255.255.0
ALSwitch(confiqg) #ip default-gateway 192.168.1.1

° Ta va gival TTpoaTreAACIUO TO switch péow atropakpuopévng TTpdoaong
ue Telnet kal GAAec TCP/IP epappuoyéc (11.X. Web) mTpéTrel va oplioTouv Jia
IP address/mask kai éva default gateway (in-band diaxeipion).

° By default, To VLAN 1 €ivai o VLAN 1n¢ diaxeipiong.
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Ymnpeoia HTTP kai Port

Switch#configure terminal

Enter configuration commands, one per line. End
with CNTL/Z.

Switch(config) #ip http ?

access—class Restrict access by access-class
authentication Set http authentication method
path Set base path for HTML

port HTTF port

server Fnable HTTP server

Switch(confiqg) #ip http server
Switch (config) #ip http port ?
<0-65535> HTTP port
Switch(config) #ip http port 80
Switch(confiqg) #

° 'Evac web browser pytropei va €xel rpocfaocn otnv
uttnpecia HTTP xpnoigotroiwvTag Tnv IP address kai 1n
mmopTa 80, Tnv default port yia 1o http.

* Humnpeoia HTTP utropei va yivel on ) off, kKaBwc¢ kai n
ETTIAOYI TOU apIBuOU TNG TTOPTAC.
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Web di1axeipion (GUI interface)

C15co SYSTEMS

Map | Help
Cisco Systems
Accessing Cisco WS-C2950-12 "Switch"
Cluster Management Suite or Visual Switch Manager
Telnet - To the Switch.
Show interfaces - Display the status of the interfaces.
Show diagnostic log - Display the diagnostic log.
Web Console - HTML access to the command line interface at level

0,1,2,3,4,5,6,7,8,9,10,11,12,13,14,15

Show tech-support - Display information commonly needed by tech support.
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Alaxeipion Tou mrivaka Twv MAC 01euBuvoeswyv

Switch#show mac-address-table
Dynamic Address Count:

Secure Address Count:

Static Address (User-=defined) Count:
System Self Address Count:

Total MAC addresses:

Maximum MAC addresses:

Non-static Address Table:

Destination Address Address Type

Port
0010.7a60.ad’e Dynamic
00e0.2917.1884 Dynamic

2
0
0
13
15

8192

VLAN Destination

FastEthernet(0/2
FastEthernet(0/5

Ta switches paBaivouv 11I¢ MAC dieubuvoelig Twy PCs tTou gival
ouvOedEUEVA OTIC TTOPTEG TOUG £CETACOVTAC TNV source address Twv

frames TTou €1I0€pYOoVTal OTIC TTOPTEG.

O1 H/Y ptropouv va attoouvdeBouv atrd pia ToépTta, va oficouv 1 va
ouvdeBoUuv o€ AAAN TTOPTA TOU idIou ] GAAouU switch.

AUTO PTTOPEI VO TTPOKAAECEI OUYXUCT OTN TTpowonon Twv TTAAITiwv.
Mia eyypagpry MAC address ayvoeital | orvetal yetd atmd 300 dgurT.
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Eykardaotaon |IOS amwd TFTP Server

ALSwitch#fcopy tftp flash

Lddregs or name of remote host []7 192.168.1.3

Source filename []7? ¢2950-c3h28-mz.120-5.3.WC.1.bin
Degtination filename [¢2950-c3h2s-mz.120-5.23.WC.1.kin]? [enter]
tWarning: There is a file already existing with this name

Do you want to over write? [confirm] [enter]
Accegging tftp://192.168.1.3/c2950-¢c3h2g-mz.120-5.3.WC.1.bin.

Loading ¢2950-c¢32h28-mz.120-5.3.WC.1.bin from 192.168.1.3 (via ?L%Nl}.
ftrtr+r+rvrverrrerrrrrrerrrerrrrrrerrrerrrrrrrrerrrrerrrrrerrrrrrerrrrrerrrrrr et

[OK - 1674921 bytes]
1674921 bytesg copilied in 51.732 gecs (32841 bvtes/gec)
ALSwitch#
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O Router gival évag YTTOAOYIOTAG

| | Aux |__| Console
User Interface M68030 — WIC Slots 3 WiCs
Dual UART Processor 2524.2525
| == Asnyc Ports
PCMCIA b System y Management
CPU Bus Bue 2509-2512 ager
2517-2519
— Systen'ln —  Hub Ports
Cfsﬂltéﬂ 2505, 2507, 2516| | | Daughter and
Hub Cards
NVRAM DRAM - Ethernet/TR
SIMM
On Board WAN
Boot ROM DRAM = — Ports ISJSI:ST;
* CPU * Buses
° RAM ° ROM
* Flash * Interfaces
°* NVRAM °* Power Supply
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Router: atrown

g .
w3 A

I

Power Supply Flash SIMM  Boot ROM RAM DIMMs CPU
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Router: eEWTEPIKEGC OCUVOEODEIG

Serial Ports

CISCO2621

FastEthernet Console Auxiliary Power Power Cord
Ports Port Port Switch Connection
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Ethernet 10BASE-T
Port (RJ-45)

Connecting LAN interfaces a

10BASE-T Cable

Ethernet Hub

Serial Ports

I e

JARO4 16847

AT

CISCO2621

FastEthernet Console Auxiliary Power Power Cord
Ports Port Port Switch Connection
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Connecting WAN interfaces

Leased Line

Circuit-Switched

Packet-Switched
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Asynchronous Serial,
ISDN Layer 1

Telephone
Company
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|
|

Synchronous Serial
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Connecting WAN interfaces

Serial Ports

. ‘= @ s " @ & Y -
- | S
CONN — - CONN ~
st - - = :
. . 100Mbps LINK L 100Mbps LINK FOX
. - . . Cisen Sreriws
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Connecting WAN interfaces

EIA/TIA-232 Male v.35 Male
End-User Router Connections EWT )
Device EE—

EIA/TIA-232 Female
[o\eeessessss)

= =
= =2 =

ﬁ . oz B
) o
[ A S S

i

j

DCE H 1—1 B H E—H H H

DsSU |II . Iu ul T l'll'l:l'l'l X.21 Female
Service [oCTec] [cC—°] |§I%l§ [oc=00] o—Jo ml ..
Provider ) EIATIA-232 EIATIA-449 V.35 X.21 EIA-530

At

Network Connections at the CSU/DSU EIA-530 Male

B
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Interfaces

Router#show ip interface brief

Interface
FastEthernet0/0
Serial0/0
BRIO/0

BRIO/0:1
BRIO/0:2
Serial0O/1
Router#

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

OK?
YES
YES
YES
YES
YES
YES

Method Status

unset
unset
unset
unset
unset
unset

administratively
administratively
administratively
administratively
administratively
administratively

Protocol

down
down
down
down
down
down

down
down
down
down
down
down

° [a ypriyopn yatia oTic dIETTAPEG (Interfaces).
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Configuring an Ethernet interface

Router#conf t

Enter configuration commands, one per line. End with
CNTL/Z.

Router (config) #inter fastethernet 0/0

Router (config-if) #ip add 172.30.1.1 255.255.255.0
Router (config-if) #no shutdown

Router (config-if) #end

Router#

* Ta interfaces ptropouv va dla@Epouy (avaloya JE TO JOVTEAO)

* PuBuiloupue Tnv IP address kail Tnv subnet mask
°* no shutdown — gvepyoTrolEi To interface.
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Configuring a serial interface

config) #inter serial 0/0
config-if) #ip address 192.168.1.1 255.255.255.0

R1 (
R1 (
R1 (config-if) #no shutdown
R1 (

config-if) #exit

* Ta interfaces ptropouv va dla@Epouy (avaloya PE TO JOVTEAO)

* PuBuiloupue Tnv IP address kai Tnv subnet mask
°* no shutdown — — gvepyoTrolei To interface.
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Examining the show commands

show
show
show
show
show
show
show
show
show
show
show

show

Show

interfaces — 2TATIOTIKA yia OAQ Ta interfaces.

interface <i/f# port#> - ZTATIOTIKA £VOG OCUYKEKPIMEVOU interface.
controllers serial — Eu@avilel TTAnpo@opia oxeTika ue To hardware.
clock — Ep@avilel Tov XpOvo TTou £XEI PUBUIOTEI OTOV router.

hosts — Epgavilel pia cached Aiota Twv host names kai addresses.
users — Ep@avidel OAOUG TOUG XPNOTEC TTOU €ival OuvOEDEUEVOI OTO router.
history — Ep@avifel TO IOTOPIKO TWV EVTOAWV TTOU £XOUV DOBEI.

flash — Epgavilel TAnpo@opia yia tn flash memory kai Ta 10S apxeia 1nG.
version — Ep@avilel TTAnpogopia yia Tov router kai 1o 1I0S 1ng RAM.

ARP — Ep@avilel Tov ARP TTivaka Tou router.

protocol — Epgavilel 10 global kai interface status Twv L3 TTpWTOKOAAWV.
startup-configuration — Ep@avilel 1o configuration tng NVRAM.

running-configuration — Epgavifel To TpExov configuration Tng RAM.
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show interfaces <interface> command

MAC Address
Router>show interface ethernet 0 Status

Ethernet0 is |administratively down, line protoc 1is down using hub 0
Hardware is Lance, address is|[0010.7b3a.cf84 |(bia 0010.7b3a.cf84)
MTU 1500 bytes, BW 10000 Kbit,| DLY 1000 usec, rely 255/255, load 1/255
Encapsulation ARPA, | loopback not set, keepalive set (10 sec) Routing
*m™ +-—e: ARPA, |ARP Timeout 04:00:00 | ARP cache entries timer metric
Datalink ¢ tput 01:05:35, output h inf i
encapsulation 'Put never, outpu :05:35, output hang never information
(Ethernet-ll) Learing of "show interface" counters never

Queueing strategy: fifo

Output queue 0/40, 0 drops; input queue 0/75, 0 drops

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

0 packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

0 input packets with dribble condition detected

63 packets output, 11676 bytes, 0 underruns

0 output errors, 0 collisions, 1 interface resets

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out
Router>
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Mou gival n MAC Address?

Router>show interfacelserial 0

Serial0 is administratively down, line protocol is down

Hardware is HD64570

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec, rely 255/255, load 1/255
Encapsulation HDLC, | loopback not set, keepalive set (10 sec)

Last input never, output never, output hang never

Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
28 packets output, 9576 bytes, 0 underruns
0 output errors, 0 collisions, 17 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
DCD=down DSR=down DTR=down RTS=down CTS=down
Router>

Epy. Aiktua YmoA. | - [IAAA . Zudag



Configuring a serial interface

Lab | "¢ | S =
PPP ‘IIII'-TZE—————..III'
CSU/DSU CSUFDSU
Real world Sl —=__fud— ey
{(Modem) (Modem)
| < > |

° 270 gpyacoTrplo, otrou Ta serial links Ba cuvdéovTtal atreuBeiag, pia
TTAcupa TTpETTEl Va pubuioTei oav DCE yia va tTapéxel To clock oniua.

* To clock gvepyoTroicital Kal n TaxuTNTA TOU OPICETAI UE TV EVTOAN
clock rate.

Router (config) #interface serial 0/0
Router (config-if) #clock rate 64000

Router (config-if) #no shutdown
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Configuring a serial interface

== €rs RouterB
ULU DCE cable

DTE cable
\/ ~—

RouterB(config) #inter serial 1
RouterB (config-if) #clock rate ?
Speed (bits per second)

1200

2400

4800

9600

19200

38400

56000

64000

<text omitted>

2000000

4000000

<300-4000000> Choose clockrate from list above

RouterB (config-if) #clock rate 64000
RouterB (config-if) #
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Configuring a serial interface

TS Router B
DCE cable
\/
RouterA#show controllers serial 0

HD unit 0, idb = OxXECA4C, driver structure at OxXF1ECS
buffer size 1524 HD unit 0, |V.35 DTE cable
cpb = 0x62, eda = 0x403C, cda = 0x4050

RX ring with 16 entries at 0x624000

00 bd ptr=0x4000 pak=0x0F5704 ds=0x62FFB8 status=80 pak size=22

AuTA gival Pia aTTo TIG AiyeG EVTOAEC TTOU TTPETTEI va UTTAPXEI KEVO PETALU TOU interface Kal Tou port.

RouterB#show controllers serial 0

buffer size 1524 HD unit 0, |V.35 DCE cable, clockrate 64000
cpb = 0x62, eda = 0x408C, cda = 0x40A0

RX ring with 16 entries at 0x624000

00 bd ptr=0x4000 pak=0x0F2F04 ds=0x627908 status=80 pak size=22

[Mw¢ ¢exwpilete 1010 AKPO €ival DTE kai roio DCE;
m Mg tnv evroAr) show controllers !
m 2a¢ Ogiyxvel TTiong Kal Tov TUTTO TOU KaAwdiou.
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