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VLAN gicaywyn
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°* VLANS Tpoo@EpoOuUV KATATUNON (Segmentation) Tou
OIKTUOU HEOW TWV broadcast domains.

°* VLAN = YT1odikTuo (Subnet)

°* VLANS ptropouUv va Xwpiocouv AoyIKa Ta dikTua avaAoya JE:
— Quoikr TotroBeaia (11.x. KTip1o)
— AiguBuvaon (1r.X. NwAnoeIg)
— A10IKNTIKO Tunua (11.X. NpoowTriko)
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VLAN gicaywyn

Mia ouovdeon ava VLAN A pia pévo
ouvdeon (VLAN trunk)

Xwpig 10.1.0.0/16 ; 10.1.0.0/16
VLAN
VLANSs 5] Me VLANs = =)
Fa0/0
10.2.0.0/16 10.2.0.0/16
Marketing
g g VLAN
10.3.0.0/16 10.3.0.0/16
2 T g™

°* VLANSs dnuioupyouvTal yia va TTPOCPEPOUV UTTNPETIES
KATATMNONG, TTOU TTAPAOOCIOKA TTPOC@PEPOVTAV HE TN
TTapouaia dpopoAoynNTwy oTo oXedIAOUO Twv LANS.

°* VLANS TTpOO@QEPOUV ETTEKTACIUOTNTA, AOPAAEIQ Kal
dlaxeipion OIKTUOU.
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Two Subnets, One Switch, No VLANS
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10.1.0.10/16 10.2.0.20/16 10.1.0.30/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.1.0.1 DG: 10.2.0.1

° Layer 2 Broadcasts

— TiroupPaivel 6tav 0 10.1.0.10 oTtéAvel €va ARP Request yia Tov
10.1.0.30;

— ARP request: lNola eivai n MAC address tou 10.1.0.30;
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Two Subnets, One Switch, No VLANS
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10.1.0.10/16 10.2.0.20/16 10.1.0.30/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.1.0.1 DG: 10.2.0.1

° Layer 2 Broadcasts
— To Switch atéAvel Ta broadcasts og OAEG TIG TTOPTEG.

— OAol o1 HY AapBavouv Ta broadcasts, akopa Kal G001 aVI\KOUV O€
OI10POPETIKO UTTODIKTUO (Subnet).

— Layer 2 broadcast TrpéTrel va mrepiopideTal JOVO OTO AVTIOTOIXO
diKTUO.
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Two Subnets, One Switch, No VLANS

10BaseT
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10.1.0.10/16 10.2.0.20/16 10.1.0.30/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.1.0.1 DG: 10.2.0.1

* Layer 2 ayvworta Unicasts

— To idlo ocupBaivel kal ye Ta dyvwoTa Unicasts:
KaTeuBuvovTal TTpo¢ 6Aoucg Toug H/Y.
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Two Subnets, One Switch, No VLANS
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10.1.0.10/16 10.2.0.20/16 10.1.0.30/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.1.0.1 DG: 10.2.0.1

° Av kai ol HY ouvdéovtal oTo idio switch, ol H/Y 1Tou avAKouv o€
OIA@POPETIKA UTTODIKTUA ETTIKOIVWVOUV PETAEU TOUG NOVO HECW £VOC
dpouoAoynTn (router), TTou dlacuvoEel T UTTODIKTUA.

° To switch gival couokeun layer 2, Trpow6ei Ta dedouéva NEoW TNG
d1eUBuvonc Trpoopiopou MAC, Ox1 pEow TwV IP dieuBuvoewv.
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Mapadooiakn Avon: NMNoAAatrAd Switches
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* H mapadooiakni Auon givai ol H/Y Tou idiou uttodIKTUOU va ouvdEovTal
oT0 id10 switch.

° AuTr n AUonN TTPOCPEPEI KATATUNON TNG Kivnong broadcast kai Twv
AYVWOTWV unicasts, aAAG OV EUEAIKTN OTNV ETTEKTACIUOTNTA (TTOAAG
switches).
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Broadcast domains pe VLANS

Port 1 Port 4 Port 9 Port 12
VLAN 10 VLAN 20 VLAN 10 VLAN 20
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10.1.0.10/16 10.2.0.20/16 10.1.0.30/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.1.0.1 DG: 10.2.0.1

‘Eva VLAN eival éva broadcast domain, tTou dnuioupyeital atro £va n
TTEPIOOOTEPA Switches.

VLANS opiCovtal oTto switch kal avtioToixouv e Tnv IP dieuBuvon Tou
H/Y (host).

KaBe mopTa Tou switch ytropei va opiotei og diagpopeTikd VLAN.
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Broadcast domains pe VLANS

Port 1 Port 4 Port 9 Port 12
VLAN 10 VLAN 20 VLAN 10 VLAN 20

10BaseT
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ARP Request

10.1.0.10/16 10.2.0.20/16 10.1.0.30/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.1.0.1 DG: 10.2.0.1

*  O1mépTteg TTOU OopiCovTal oTo id1o VLAN poipalovTal 1o idio broadcast
domain.

* T[l16ptec o€ dlaopeTika VLANS dev poipalovral 1o idlo broadcast
domain.
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21atika VLANSs (Static VLANS)

LI I A0 A0 I A0
n's Y
Default Default
VLAN 1 VLAN 1
VLAN 10
Switch (config) #interface fastethernet 0/9 Conﬁnged

Switch (config-if) #switchport access vlan 10

°* Ta VLANSs pe otatikn oupueToxn ovopalovral port-based membership

VLANS.

° AuTtA ) Mo ouvnBiouévn uéBodocg opiouou TTopTwyv o€ VLANS.

*  MOAiC pia cuokeury ouvdeBei oTo dikTUO AuTOuaTa elI0€pxeTal oTO VLAN
TTOU £XEI OPIOTEI N TTOPTA, TTAVW OTNV OTTOIa CUVOEETA.

* Ymapxel éva default VLAN, ota Cisco switches auTto €ival o VLAN 1.

* OAeg o1 mopTeC avnkouv apxika (by default) oto VLAN 1.
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VLAN AgiToupyia

Port 1 Port 4 Port 9 Port 12
VLAN 10 VLAN 20 VLAN 10 VLAN 20

10BaseT
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10.1.0.10/16 10.2.0.20/16 10.1.0.30/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.1.0.1 DG: 10.2.0.1

°* Ta VLANSs opiCovTtal oTIG TTOPTES TOU Sswitch.

° T[a va yivel yéhog évag H/Y (host) og éva VLAN, TTpETTEI va TOU OPIOTEI
Mia IP address TTou avrkel 0TO OUYKEKPIMEVO UTTODIKTUO (subnet).

— OuunBeite: VLAN = Subnet
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Auvapika VLANS

New
Node| [T
Lo Dl < VLAN1[VLAN2 [VLAN3 >

MAC address checked |

\i"dﬂ’tabase
[viana] | VLANZ|

VLAN Configuration

| VLANZ | Server

* H duvauiki oupuetoxn o€ VLANS (dynamic membership)
OnuIoUpYEiTal JEOW AOYIOUIKOU OlaxEipIonNG. Asv XpNOIMOTIOIEITAI TTOAU
OO0 N OTATIKA CUMMETOXN.

* Baoiletal otnv MAC address TnG CUOKEUNG TTOU OUVOEETAI OTN TTOPTA
TOU switch.

*  MOAIGC ouvdebBei n cuokeur oTo OiKTUO epwTaTal pia Baon dedopEVWYV
OTO Switch TTPOKEIJEVOU N OUOKEUN va Yivel JEAOG ekeivou Tou VLAN
TTOU £XEI TTpoypapparioTei, Baoel Tng MAC diguBuvor¢ TnG.
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VLAN Trunking/Tagging

‘ VLAN1 VLAN2 VLAN3 ’

Backbone

VLAN3 VLAN2

°* VLAN Tagging xpnoiuoTroieital étav pia ouvdeon (link) xpeialeral va
METAQPEPEI Kivnon o€ TTEpIooOoTEPA a1To £€va VLAN.
° Trunk link: KaBwc¢ 10 switch Aaupavel rakéra (packets) atrd pia

ouvOedeEVN OUOKEUN , €vag Hovadikog packet identifier TrpooTiBeTal o€
KABe emmkeaAida (header).

° AuTtr n TAnpo@opia atov header repiypagel o€ oo VLAN avrkel KA0e
TTAKETO.
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VLAN Trunking/Tagging

‘ VLAN1 VLAN2 VLAN3 ’

Backbone

VLAN3 VLAN2

To TTakETO YETA TTPOWOEITAI OTa avTioToIXa switches rj routers BAoel Tou
VLAN identifier kai Tn¢ MAC address.

Ortav ¢Bdaocel oto switch TTpoopioud agaipeital To VLAN ID atrd 1o
OUYKEKPIMEVO TTOKETO KAl auTO TTPOoWOEiTaI 0TV OUVOEDEPEVN CUOKEUN.
To Packet tagging TTpoo@Epel Eva uNXavIoUO yia TOV EAEYX0 TNG PONG TWV
broadcasts kai Twv EpappoywyV XwpEic va TTapeuaivel Je 1o dIKTUO Kal TIG
EPAPHOYEC TOU.

H ouvdeon autn ival yvwoTr) oav trunk link 1 VLAN trunking.
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VLAN Trunking/Tagging

No VLAN Tagging
VLAN 1

VLAN 1 f VLAN 1
VLAN 2 E VLAN 2 VLAN 2
VLAN Tagging
VLAN 1

VLAN 1
TRUNK

VLAN 2 f VLAN 2

°* To VLAN Tagging xpnoIJOTTOIEITAl OTAV Mia povadikn
ouvdeon (link) xpelaleTal va JETAQEPEI Kivnon o€
mepioooTtepa atro Eva VLAN (IEEE 802.1Q).

VLAN 1 and VLAN 2
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Anuioupyia VLANS

10BaseT

e e

Opiouoég TropTwy (61 trunk) oe éva ocuykekpipgévo VLAN

Switch (config) #interface fastethernet 0/9

Switch (config-if) #switchport access vlan vlan number
Switch (config-if) #switchport mode access

Anpioupyia Tou VLAN:

Switch#vlan database

Switch (vlan) #vlan vlan number
Switch (vlan) #exit
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Anuioupyia VLANS

10BaseT

A A0 I ]
N —
Default vilan Default
vian 1 10 vian 1

OpiCoupe mopTEC 0€ Eva VLAN pE TIC EVTOAEC:
Switch (config) #interface fastethernet 0/9
Switch (config-if) #switchport access vlan 10

Switch (config-if) #switchport mode access

access — H mopTa opiletal oav access port kai ox1 cav trunk link.
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Anuioupyia VLANS

10BaseT

A0 A0
H oUvdeon auth Ba yivel ouvdeon trunk ekTdg €dv Pia

a1Tod TIG TTOPTEG OPIOTEI oav access link, . ME TV
€vTOAn: switchport mode access

Default: dynamic desirable

i 10BaseT

e v e (v e

° By default, 6Aec o1 TOpTEC OpiCovTal oav:
switchport mode dynamic desirable, TTOU ONUAiVEl OTI AV AUTH

n TTopTa ouvdeBEei ue AAAo switch og avrioToixn default TrépTa 167€ N
ouvdeon Twv switches Ba yivel ouvdeon kopuou (trunk link).
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‘EAexyxog VLANs — show vlan

10BaseT

e (v v (v e

vlan 1 vlan 2 vlan 3
default
Sydneyiwitchfshow wvlan
WLAN Name Status Foris
WLAN Name Status Ports
1 default active FalO/1, Fal/2, Fal/3, Fal/4
2 VLANZ active Fald/5, Fal/e, Fal/7
3 VLANS active FabO/s8, Fal/%, Fal/10, Fal/11,
FadD/ 12
1002 fddi-default active
1003 token-ring-default actiwve
1004 fddinet-default active
1005 trnet-default active

1 enaet 100001 1500 -
2 enet 100002 1500 -
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VLAN Type SAID MTU Parent RingNo BridgeNco Stp BrdgMcocde Transl TransZ

- - - - 1002 1003
- - - - 0 0
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‘EAgyxo¢ VLANS — show vilan brief

i 10BaseT

e (v v (v e

vian 1
default

vlian 2 vian 3

SydneySwitch#show wvlan brief
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VLAN MName Status Fortis

1 default active Fal/1, Fab/2, Fal/3, Fald/4

2 VLANZ active Fal/%, Fal/e, Fal/7

3 VLAN3 active Fal/8, Fad/%, Fal/10, Fal/11,
FaO/12

1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active
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Alaypapn VLANS

SydneySwitch#config terminal
SydneySwitch (config) #interface fastethernet 0/9
SydneySwitch (config-if) #switchport access wvlan 300
SydneySwitch (config-1if) #exit

SydneySwitch (config) #exit

Switch({config) #interface fastethernet 0/9
Switch(config-if) #no switchport access wvlan 300

Switch (config-if)#no switchport access vlan vlan number

° H evroAn aurn 6a {avapuBuiosr Tn mopra oro VLAN 1.
° To VLAN 1 6¢ev umropei va diaypa@si armro ro switch.
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Alaxeipion in-band Tou Switch

Switch (config) #interface vlan 1

Switch (config-if) #ip address 10.1.0.5. 255.255.0.0
Switch (config-if) #no shutdown

Switch (config-if) #exit

Switch (config) #ip default-gateway 10.1.0.1

IP Address and Subnet Mask

° H IP dieuBuvoiodoTtnon tou Switch yivetar yévo yia Tnv dlaxeipion
Tou switch kai dev etTnpeddel kaBOAou Tn AsiToupyia Tou switch (Layer
2 switching).

* Autn N IP address emTpETTEl TOV EAEYXO AEITOUPYIOG TOU switch pe ping
KaBwc¢ Kal TNV atropakpuouévn dlaxeipior Tou héow telnet.

Default Gateway
* H default gateway xpnoiyoTtroicital €triong yia tnv diaxeipion.

°* Méoa atmrd €va switch eav kavouue ping N telnet og pia GAAN cuokeun
€VOC AAAoU DIKTUOU Ta TTOKETA Ba oTaAouv oTn default-gateway,
TTPOKEIMEVOU va TTPowBNnNBouv o1o AAAo dikTuO.
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Alaxeipion in-band Tou Switch

Switch (config) # enable secret class

Switch (config) #line vty 0 4
Switch (config-line) #password cisco
Switch (config-line) #login

Switch (config) #inter vlan 1
Switch (config-if)#ip add 10.1.0.5. 255.255.0.0
Switch (config-if) #no shut

Switch (config) #ip default-gateway 10.1.0.1
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Alaxeipion in-band Tou Switch

10.1.0.5/16  DG: 10.1.0.1

[ [ ([ (@%@ 5= v [ (@ [ ([ (@ [% % = @[
= Fao0/1
10.1.0.1/16 10.2.0.1/16
—& x| 1 O
. . . .
10.1.0.10/16 10.1.0.30/16 10.2.0.20/16 10.2.0.40/16
DG: 10.1.0.1 DG: 10.1.0.1 DG: 10.2.0.1 DG: 10.2.0.1

Host

C:\>telnet 10.1.0.1
username:cisco
password:class
Switch>show wvlan
Switch>ping 10.2.0.20
Switch>telnet 10.1.0.1
Switch>exit
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Alaypaon Baong Twv VLAN information

Switchf#fdelete flash:vlan.dat
Delete filename ([vlan.dat]?
Delete flash:vlan.dat? [confirm]
Switch#erase startup-config
Switch#reload

OAn n mAnpo@opia Twv VLAN information diatnpeital oto apxeio vian.dat.
To apxeio autd dev ofriveTal ue TNV EVTOAR diaypagpnic TG
startup-configuration.

MeTd TnVv dilaypagn TnG Bacng TrpéTrel va yivel reload Tou switch.

MHN THN XPHZIMOMOIEITE *TA EPTAZTHPIA &
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